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Part A: 
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5. 

 

Building rootkit framework by running make: 



 

 

6. 

 

File exists error returned since I already ran it but forgot to add screenshot: 

 

 

Confirmation from lsmod: 

 

 

Syslog file confirmation (after running “cat /var/log/syslog”) 

 

 

7. 

 

After running ./eject.sh, rootkit was ejected, confirmed by running lsmod: 



 

 



 

 

Syslog file shows rootkit module is unloaded:  

 

 

 

8. 

 

 

9. 

We have execution permissions to run the insmod binary owned by root (insmod is run by the 

insert.sh bash script), which loads our rootkit module to the kernel. Had we not had that 

permission enabled, we wouldn’t have been able to load that rootkit module to the kernel. 

Therefore, the Least-Privilege principle would help mitigate this risk. Another principle that 

would help mitigate rootkit risks is Isolated-Compartments, since we would avoid this scenario 

where we have a link to the insmod program that has 777 permissions on it (allowing us, non-

root users, to run the insmod program that inserts the module). Isolated compartments allows us 

to isolate the components so that the permissions of one file cannot allow us access to the other 

file. 

 

Part B: 
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