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1)2) 

 

 

3) 

 

sys_call_table has the address ffffffffaae013c0 and is also read only. The other two aren’t relevant for the 

rootkit.c file 

 

4) 

 

sys_call_table from above used for the kallsyms_lookup_name 

5) 

 

Make doesn’t give any errors. Only warnings 

 



6) 

 

Rootkit successfully inserted. 

7) 

 

Rootkit ejected, rootkit should appear at top if it was there. 

 

Print messages in rootkit.c are printing indicating the hook is happening while on sudo bash shell 

8) 

 

 

With the module inserted using the “cat” command on a txt file invokes the new_openat() function as 

seen in the above syslog snipet. 

9) 

Least privilege is important for the mitigation of rootkits because rootkits rely on access to higher 

privileged files to get going. Denying the higher privileged files from normal users would mitigate most 

rootkit delivery. 



Datatype validation would also greatly minimize the variables that an attacker to insert into their own 

custom syscalls using a rootkit. 

 

Part B) 

 


