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Assignment 2

Hello! Attached in my tar file is this PDF, rootkit.c, insert.sh and eject.sh. Please take a look at
them!

Part A

1.

2.
3. The address of the sys_call_table symbol is: ffffffff8d8002a0. I did this by opening the

/proc/kallsyms file and searching for _sys_call_table

a.

4.
a. From question 3, I saw that the symbol is sys_call_table

5.
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6.
a. After running ./insert.sh and running lsmod, I see rootkit as a module listed

b.
7. After running ./eject.sh, I can see that when I run lsmod, I don’t see rootkit as one of the

modules listed

a.

8.

i.

ii.
iii. After hooking and unhooking the openat() function in the appropriate

places in the code, I receive this output when I try to load the Rootkit
module
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iv.
9. In this assignment, I am assuming that the rootkit has been secretly installed on this (the

victim’s) machine:
i. I believe that P4 (complete mediation) would be good at minimizing the

damage a rootkit can do, once in the system. This principle touches on
the importance of ensuring the authorization of any process/entity that
tries access to objects in the system (like files). After a rootkit has been
installed, if this property is well enforced, it could mitigate what the rootkit
can do.

ii. I also believe that P5 (isolated compartments) can make it harder for
rootkits to perform more widespread damage. With isolated
compartments, if a rootkit does perform some damage to a system, it
helps ensure that the damage stays more contained.
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Part B

1.
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i. I created a new function called new_exeve() which is hooked to the
original execve function, so that it, rather than the original, is called. After
allocating the appropriate amount of memory in the kernel space, we get
the filename, print it to the kernel log, before freeing it. We also print the
effective userid. The appropriate hooking and unhooking was done as
well.
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2.
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i. By passing in the root_uid as a kernel module argument using insert.sh,
we check if the euid is equal to it, and if it is, we use the
prepare_kernel_cred() to prepare the kernel level credentials we want to
give to the process, and then give it to them using the commit_creds()
function.
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Part C
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1.
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i. In this code, I am allocating memory in the kernel space, so that I can
copy dirent structs from the userspace and read their filename. Then I
iterate through the dirent structs and print out the file names to the kernel
logs.
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2.

i. My code for this question is not complete, however, I have a somewhat
high level understanding of what needs to be done. I tried to iterate
through the dirents in the kernel memory and got rid of the ones whose
name starts with the magic prefix by shifting other elements into their
place. I then attempt to send the contents of this buffer to the userspace.


